Replacement Sheet 

Serial No. 09/818,084 Filed: Mar. 26, 2001 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/100173 




100 




Figure 1 



Replacement Sheet 

Serial No. 09/818,084 Filed: Mar. 26, 200 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/10017 



200 



110 
Buyer 



202 
Buyer 
Registration 



120 
Seller 




130 

Authentication 
Service 



210 

Receive confirmation 
information 



212 

Store confirmation 
information 



220 

Make offer to use 
payment instrument 



220 

Receive offer to use 
payment instrument 



230 

Send request for 
authentication 



230 

Receive request for 
authentication 



240 

Receive challenge 
request 



240 

Send challenge 
request 



204 
Buyer 
Authentication 



242 

Send challenge 
response 



242 

>| Receive challenge 
response 



244 

Retrieve confirmation 
information 



246 

Determine whether 
buyer has access to 
secret information 



260 
Apply profile 
information 



270 

Process payment 
instrument 



250 

Receive response re: [4 
buyer authentication 



250 

Send response re: 
buyer authentication 

X 



206 
Transaction 
Recordation 



280 
Store record 



Figure 2 



Replacement Sheet 

Serial No. 09/8 1 8,084 Filed: Mar. 26, 200 1 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/100173 



300 




110 
Buyer 



302 
Buyer 
Registration 



120 
Seller 



~ir 



130 

Authentication 
Service 



312 

Store public key 



320 
Select 
payment instrument 



330 

Send request for 
authentication 



330 

Receive request for 
authentication 



340 

Receive challenge 
request 



340 

Send challenge 
request 



304-306 
Buyer 
Authentication,, 
Transaction 
Recordation 



342 

Send challenge 
response 



342 

Receive challenge 
response 



346 

Determine whether 
buyer has access to 
private key 



360 
Apply profile 
information 



380 

Create digitally 
signed record 



350 

Receive response re: 
buyer authentication 



350 

Send response re: 
buyer authentication 



i_ 



370 

Process payment 
instrument 



Figure 3 



Ol 

o 



Replacement Sheet 

Serial No. 09/818,084 Filed: Mar. 26, 200 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/10017: 




X 

□ 

I 



§ 



£ 

Q. 
X 

in 

<5 



o 

CO 

p 



CO 

o 

CO 
CO 



o 

t 

O 

CO 
GO 
II 

o 
u. 

o 

o- 

% 

CD 



O 

I 

Q. 

I 



a 



jo 
o 



CO 

o 

§ 

>l 



Si 



ill 



Oi 



o 

c 
o 

O 



CO 



£1 

o 



CO 



to 

2 



0f 

^-^ CO 



V CO 



o 
CD 



0) 

■o 
a> 

ts 

2 

O 
CD 
00 
CO 

O 

c 

CO 
Q. 



CO 
CO 



<: 

S3 



a> 
CO 

jcd 
o> 
o 
o 
O 



=3 

8 

go 

§> 

o 
O 

(S3 

o> 
o 
o 
CD 

(23 



CX5 
CD 

E 
o 

(S3 

CO 

a: 

:> 

S3 

CO 

o 

(23 

z 
o 

(23 



CO 

• T— I 



> 

CO 
Q 



S> < 
i" I 

ID ~ 



s. 
ft) 
u 
u 
o 

i/> 

JO 

0) 



5 



(0 
CO 

£ 

X 

UJ 



a 

c 



o 

o 
-#— » 

2 

8 

o 

< 

o 
cS 

CD 



cr 
LU 



CO 

(0 O ID 

2 co o) 

12 c\i oi 

< t- io 



. . 4-; c 

C C 13 

O =3 O 

£ o E 

.9- E < 

S x 2 

0) CO o 



co 
E 

c 
"E 

(0 

O 

XJ 

o 



{2 




CD 




c 


(0 


Q 


CO 


1 


> 


CO 


1 


es 


■o 


CL 


CO 

o 


X 




LU 


CD 
» 


C 


CO 




CO 


8 




i — 

(L 


1 

m 


E 


< 

1 


JC 


"O 


■ 


0) 


ve 




o 


§ 


o 




CO 


< Q 


CO 




"E 


-Q 


(0 


-J 


O O 



o 
o 
o 

CM 



CD 

E 



"E 

CO 

O 



0) 

"co 
Q 

Q. 
X 
LU 



o 

*-*-» 
00 

E 
c 

O) 



GO 



CD 
£Z 
CO 



CO 

o 
o 



(SO 



CO 

CO 

CD CD 

E * 

CO TD 

z < 



Replacement Sheet 

Serial No. 09/818,084 Filed: Mar. 26, 200 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/10017. 




VeriSign Personal Trust Agent 



Login 



sign(u^ 



Enter your account Username and Password 
Enter the user name and password for your Profile 



User Name 
Password 



GWhitehead 



******* 



- 510 
520 



Verisign 



< Previous 


T Next> ! 

l_ 1 




Cancel 



Figure 5A 



Replacement Sheet 

Serial No. 09/818,084 Filed: Mar. 26, 200 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/10017. 




VeriSign Personal Trust Agent 



Login 



Select your account Digital ID Certificate 




Authenticated 
Payment Demo 



VALID DATES 
10/25/00-10/25/01 
GREG WHITEHEAD 



® 



ensign 



< Previous 



Login 



3 



signify 



530 



Cancel 



540 



Figure 5B 



Ol 

o 

col 



Replacement Sheet 

Serial No. 09/81 8,084 Filed: Mar. 26, 200 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/10017: 





i 

GO 

8 

II 

111 

o 



3 



ii 

O 

o 

I 



I 

I 
I 



if 

| 
8. 



i2 
o 
o 
M 



CO 

o 

Si 



i 

>l 



2. 



a> 
ill 



CO 

CD 

*| o 

CO 

u. 



CO 



to 



(0 
CD 



O 



II 

g 
o 

t>- 

I 

c 

1 

CO 

■a 



CO 
Q. 



CO 
CO 

8> 



IS 

O 

E 

CD 

Q 



< 

(S3 

H 

as 
a> 
CO 
a> 

o 
o 
CD 

(S3 

"3 
8 

CO 

O 
O 

CD 

S3 

-32 

o 
o 
CD 

IS 

CO 



CD 

E 
o 
m 

CD 

O 

CO 

or 

IS 

CO 

IS 

> 

CO 
CD 

CD 

o 

IS 



£ 

L1J 
01 

u 
u 
o 

<n 



C 

CD 
■p 



13 

o 

o 
-♦— • 

5 
JD 

CD 

o 
o 

< 

.2 

CO 
T3 

S> 
Q_ 

-*— • 
CT 
LU 

CO 

co o m 
5coo) 

^ cvJ oi 
< in 



o 3 
o 

.9- E 

b < 

& x 
a> co 

a h- 



c 

O 

E 
< 

CO 



o 
o 
o 

< 

c 



CD 



c 

CL 
Q_ 

CO 



o 



c 

8 

c 

CL 

a. 
'sz 
CO 



CD 



c 
o 
O 



CD 
C 

£? 
«*— » 

75 
o 
o 



cfiD 



<D 
3 



CD 

c 
o 
a 

@ 



Replacement Sheet 

Serial No. 09/8 1 8,084 Filed: Mar. 26, 200 1 

Title: Authenticated Payment 

Graves et al. DktNo. 12832/100173 




X 

□ 
I 



§ 



CL 

cS 
E 

CD 



<0 

E 



o 
o 



_co 

o 

o. 



CO 

o 

Si 



>l 



Si 



Oi 



O 
O] 
£Z 

o 

O 



IP 



CO 



£1 

o 



CO 
0) 

(0 



©1 

CO 



® ^ 

v - y CO 



> -D 



A 3 



^5 

* 

CD 
O 

o 
o 
o> 

c 

CO 



CO 

si 



CO 
CO 

I 1 



o 
—J 

To 

£2 

2 



(S3 

o 
E 



(S3 

CO 
CD 
CO 

.92 

o 
o 
CD 

(S3 



o 
o 
CO 

jd 
o> 
o 
o 
CD 

o> 
o 
o 
CD 

(S3 

CD 
CD 

E 
o 

fin) 

>- 
CO 

Q 
CO 

a: 

CO 
C£ 

> 

IS 

> 

CO 
CD 



o 

CO 



o 

o 
a 

•r to 



i 

0) 
-Q 

C 

g 

CO 

E 



• mmm 

£ 
ill 



u 
u 



<8 i 



(0 



c 
o 
u 

0) 
(O 
(0 

J) 

Q_ 



(0 

E 

4— 

o 

o 



CL 

o 




a) 

cox E 

C0_ njOlO 

So ocoo 



CO o 

©To 

i| 

= CO 



CO 

o 

XT 

< 

.O 

> 



COO 
Q)U) 



IS 



E 
o 
u 

c 

O) 
CO 

§(§) 

CO "O 

co 

co 

CM 5 



CO 

o 

< 

CO O > 



o 
o> 

00 

r-- 
i 

CO 

LO 

a> m 3 en co 



IE 2 c 

CD ID . 



.2 co <j) o c 

CO {g CLxjS 

cd e: x co o 
QOUJhh 



CD 



3 

x: 
CO 



o 

CM 



CD 
C 

2 

8 

O 



c 
.g 

o 
co 

CO 

c 

CO 



CD 
N 



=3 
< 



CD 
C 



Replacement Sheet 

Serial No. 09/818,084 Filed: Mar. 26, 2001 

Title: Authenticated Payment 

Graves et al. Dkt No. 12832/100173 




VeriSign Personal Trust Agent |X| 


Authorize Transaction 


signify 



Please review the following transaction before authorizing it with your 
digital signature. 



Description: Adidas Eqt Predator Accelerator Cup 




Total Amount: 59.95 




Credit Card: 5105 XXXX XXXX 5100 




Exp Date: December 2005 




Bill To: Greg Whitehead 




1350 Charleston 




Mountain View, CA 94043 




gwhitehead@verisign.com 
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